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1
Decision/action requested

Approve the proposed solution for TR 33.700-32.
2
References

[x]                 TS 33.501  Security architecture and procedures for 5G System

[y]                 TS 23.502  Procedures for the 5G System (5GS)
[z]                 S3-241809 User Id privacy solution.
3
Rationale

This contribution proposes provide the solution for KI#1 in ( TR 33.700-32).
4
Detailed proposal

6.Y
Solution #Y: Authentication of user behind the UE

6.Y.1
Introduction

This solution is targeted to KI#1
6.Y.2
Solution details

6.Y.2.1

Concept
The main concept of the solution is to authenticate the user via user identifier at the AUSF/UDM. In the authentication process, both user owned secret/credential and UE owner secret/credential should be used together to authenticate the user. 
Please refer to the diagram to understand the same:
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Figure 6.Y.2.1-1: User, UE and 5GC secret/credential ownership

As shown in the above figure, the user bought the subscription from the operator, and the operator provides the user ID and a changeable PIN or one-time password. The user gets this information via the operator-provided portal.

The user-A and the subscribers (B) agreed for the user-A to use the UE-B. Therefore, the network provisions the TimeBoundCredential and User ID at the UE/USIM-B. So now the user-A and network know the following shared secret related to the user:.

· User Id,

· PIN or one-time password

And the UE and network know the shared secret.

· User Id,

· TimeBoundCredential (any shared secret that can be used for a limited time period or a limited number of times)

The user provides a user ID and PIN to the UE, and now the network can authenticate the user via these shared secrets (PIN and TimeBoundCredential). In this way, user A and UE-B are both bound in the authentication process. 

6.Y.2.2

Solution flow
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Figure 6.Y.2.2-1: user authentication

0. UE-B is authenticated and registered in the network as defined in TS 33.501 [x] and TS 23502 [y].

1. User-A bought the subscription from the operator, and the operator provides the user ID and a changeable PIN or one-time password to User-A. The user gets this information via the operator-provided portal (outside the scope of 3GPP). User-A is also linked with UE#B in the subscription data.

2. UDM decides to provision user-A-specific information to UE-B. For this, UDM prepares UPU data with the following elements: User ID, TimeBoundCredential and expiry are associated with the TimeBoundCredential. These credentials are unique per UE and user ID. Please refer to clause 6.15.2 of TS 33.501 [x] for UPU data preparation and send the UPU data to UE.

3. Once UE receives the UPU data, then UE validates the MAC and then stores the user information in the USIM/ME.

Steps 2 and 3 are repeated for every UE where the user wants to be linked.

4. The user logs in to the UE-B and provides a user ID and PIN.

NOTE: How users log in to the UE-B is outside the scope of 3GPP. Maybe it can be achieved via an operator-provided app.

5. Once the user logs in to the UE-B, the UE-B initiates the NAS registration request, where the existing 5G-GUTI of the UE-B is provided as is, and additionally, the user ID is also provided as an additional IE.

6. If the AMF decides to perform user authentication, the AMF initiates user authentication. For this, AMF sends Nausf_UEAuthentication_Authentication Req with SUPI of the UE-B and User ID of the User-A to AUSF.

7. The AUSF sends the Nudm_UEAuthentication_Authentication_Get request to UDM with SUPI and the user ID. Based on the subscription data, the UDM authorizes that User A can use UE-B. After successful authorization, the UDM provides the TimeBoundCredential and PIN related to user-A to the AUSF.

8. The AUSF sends an EAP challenge packet to UE, which contains a TNonce value and a Message Authentication Code 1 (MAC1) derived by using the user key derived using the TimeBoundCredential, PIN, and User ID.

9. The UE derives an expected MAC1 (XMAC1) of TNonce using a user key derived in a similar fashion and compares XMAC1 with the received MAC1. If they match, the network is authenticated by the UE. 

The UE generates a UNonce and derives a MAC2 using the user key, as well as UNonce and TNonce.

10. The UE responds with an EAP Challenge containing UNonce, TNonce, and MAC2.

11. The AUSF derives an expected MAC2 (XMAC2) using the user key and with UNonce and TNonce. Compares XMAC2 with the received MAC2. If they match, the UE is authenticated by the AUSF.

12.  The AUSF sends an EAP-SUCCESS message to UE.

NOTE: User ID privacy is covered in Solution [z].
6.Y.3
Evaluation

TBD
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled. The evaluation of the solution should include the impact to the 3GPP system.
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